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AN OVERVIEW OFINDOWS AZURE

Cloud computing is here. Running applications on machines in an Internet-accessible data center can
bring plenty of advantages. Yet wherever they run, applications are built on some kind of platform. For
on-premises applications, this platform usually includes an operating system, some way to store data, and
perhaps more. Applications running in the cloud need a similar foundation.

CKS 321 2Windavi AQUNEs o Pravidlettdis. Part of the larger Azure Services Platform,
Windows Azure is a platform for running Windows applications and storing data in the cloud. Figure 1
illustrates this idea.
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Figurel: Windows Azure applications run in Microsoft data centers and are accessed via the Internet.

As the figure shows, Windows Azure runs on machines in Microsoft data centers. Rather than providing
software that Microsoft customers can install and run themselves on their own computers, Windows
Azure is a service: Customers use it to run applications and store data on Internet-accessible machines
owned by Microsoft. Those applications might provide services to businesses, to consumers, or both. Here
are some examples of the kinds of applications that might be built on Windows Azure:

O An independent software vendor (ISV) could create an application that targets business users, an
approach (i K I ofitad #eferred to as Software as a Servig@aS) ISVs can use Windows Azure as a
foundation for a variety of business-oriented Saa$S applications.

O An ISV might create a SaaS application that targets consumers. Windows Azure is designed to support
very scalable software, and so a firm that plans to target a large consumer market might well choose
it as a foundation for a new application.



0 Enterprises might use Windows Azure to build and run applications that are used by their own
SYLX 28SSad 2KAfS GKAA aAlddzr GA2Yy LINRPoOl offa&&ingg2y Qi NBI|
application, the reliability and manageability that Windows Azure offers could still make it an
attractive choice.

Whatever a Windows Azure application does, the platform itself provides the same fundamental
components, as Figure 2 shows.
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Figure2: Windows Azure has three main parthe Computeservice the Storageservice and the
Fabric.

As their names suggest, the Compute service runs applications while the Storage service stores data. The
third component, the Windows Azure Fabric, provides a common way to manage and monitor
applications that use this cloud platform. The rest of this section introduces each of these three parts.

THE COMPUTE SERVICE

The Windows Azure Compute service can run many different kinds of applications. A primary goal of this

platform, however, is to support applications that have a very large number of simultaneous users. (In

fact, Microsoft has said that it will build its own SaaS applications on Windows Azure, which sets the bar

high.) Reaching this goal by scaling upt running on bigger and bigger machinest A a8y Qi L2 a&dA0f S Ly al
Windows Azure is designed to support applications that scale out, running multiple copies of the same

code across many commaodity servers.

To allow this, a Windows Azure application can have multiple instanceseach executing in its own virtual

machine (VM). These VMs run 64-bit Windows Server 2008, and i KS&@ QNB LINR JA Ridaded 6 & | K& LIS
on Hyper-V) (i K | bée@rodified for use ina A O N cogd¥Td r@rdan application, a developer accesses

the Windows Azure portal through her Web browser, signing in with a Windows Live ID. She then chooses

whether to create a hostingaccount for running applications, a storageaccount for storing data, or both.

Once the developer has a hosting account, she can upload her application, specifying how many instances

the application needs. Windows Azure then creates the necessary VMs and runs the application.

LGQa A YLI2 NI I dévélopér & I yupply Ser diviKMimage for Windows Azure to run. Instead,
the platform itself provides and maintains its own copy of Windows. Developers focus solely on creating
applications that run on Windows Azure.



In the initial incarnation of Windows Azure, known as the Community Technology Preview (CTP), two
different instance types are available for developers to use: Web role instances and Worker role
instances. Figure 3 illustrates this idea.
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Figure3: In the CTP version, Windows Azure applications cansistof Webrole instances andor
Worker role instances, each of which ruria its own style ofvirtual machine.

As its name suggests, a Web role instance can accept incoming HTTP or HTTPS requests. To allow this, it
runs in a VM that includes Internet Information Services (11S) 7. Developers can create Web role instances
using ASP.NET, WCF, or another .NET technology that works with 1IS. Developers can also create

applicationsin nativecodet dza A y3 G KS &b 9 ¢ C NJITHS Biegar® thit develapgréxdn NI Ij dzi NB R &

upload and run other technologies as well, such as PHP.) And as Figure 3 shows, Windows Azure provides
built-in hardware load balancing to spread requests across Web role instances that are part of the same
application.

By running multiple instances of an application, Windows Azure helps that application scale. To

accomplish this, however, Web role instances must be stateless. Any client-specific state should be

written to Windows Azure storage or passed back to the client after each request. Also, because the

Windows Azure load balancerR2 Say Qi £ f 246 ONXBI (i A yWkbrble/instande¥ A y A (i &
0 KSNB Q& vy 2nteéthad muliige reguazts fMdm the same user will be sent to the same instance.

Worker role instances | NSy Qi |j dzA ih&ir Welkdle caisinFor exariiplez G KSe& OF y Qi
requests from the outside world. Their VMs R 2 y Q (i  ahtldzWorKerlagplEation O | yacgefit any

incoming network connections. Instead, a Worker role instance initiates its own requests for input. It can

read messages from a queue, for instance, as described later, and it can open connections with the

outside world. Given this more self-directed nature, Worker role instances can be viewed as akin to a

batch job or a Windows service.



A developer can use only Web role instances, only Worker role instances, or a combination of the two to
create a Windows Azure application. If the | LIJLI A OQdadinkr@aséi can use the Windows Azure
portal to request more Web role instances, more Worker role instances, or more of both for his
application. If the load decreases, he can reduce the number of running instances. To shut down the
application completely, the developer can shut down all of the | LILJt A (Weliirdleantl @arker role
instances.

The VMs that run both Web role and Worker role instances also run a Windows Azure agent, as Figure 3
shows. This agent exposes a relatively simple API that lets an instance interact with the Windows Azure
fabric. For example, an instance can use the agent to write to a Windows Azure-maintained log, send
alerts to its owner via the Windows Azure fabric, and do a few more things.

To create Windows Azure applications, a developer uses the same languages and tools as for any
Windows application. She might write a Web role using ASP.NET and Visual Basic, for example, or with
WCF and C#. Similarly, she might create a Worker role in one of these .NET languages or directly in C++
without the .NET Framework. And while Windows Azure provides add-ins for Visual Studio, using this
development environmentA & y Qi Nd&Jpldgar Wi Radinstalled PHP, for example, might choose
to use another tool to write applications.

Both Web role instances and Worker role instances are free to access their + a (baal file system. This

a02N) 3S AayQid LISNE AnstancsiysiuEdovih 2thie SNBaB Nt locdl Kofgé golaviayys

Yet applicationscommonlyy SSR LISNEA &GSy d &adG2N)r3S (KFG K2ftR&a 2y (G2 |
running. Meeting this need is the goal of the Windows Azure Storage service, described next.

THE STORAGE SERVICE

Applications work with data in many different ways. Accordingly, the Windows Azure Storage service
LINE GARSE aSOSNIf 2LJiA2YawrsighbfInizednology. 8 K2ga oK GQa Ay GF



Figure4: Windows Azure Storage provides blobs, tables, and queues.

The simplest way to store data in Windows Azure storage is to use blobs. A blob contains binary data, and
asFigure4sugged G & ¥ G K SNXB Q& : Astoraga archiiht8an fiave Snildr idDefc@ntainers each
of which holds one or more blobs. Blobs can be bigt up to 50 gigabytes eacht and they can also have
associated metadata, such as information about where a JPEG photograph was taken or who the singer is
for an MP3 file.

Blobs are just right for some situationsz 6 dzii (G KS& QNB atrer2 TodeyappliclibaOnibdzNE R F 2 NJ
withdatainamorefine-a NI Ay SR gl &3 2AyR2ga ! 1 d2NB adG§2NF3S LINBJARS
YEYSY ¢KS&S FNByQil NBtFGA2ylf GFofSad LhdiFl Oz S@Sy
actually stored in a simple hierarchy of entitiesthat contain properties And rather than using SQL, an

F LILX A OF GA2y | OOS itk Soaventionsidéfided b§ AD®.NER Data Bervicksi The/réhson

for this apparently idiosyncratic approach is that it allows scaleout storager scaling by spreading data

spread across many machinest much more effectively than would a standard relational database. In fact,

a single Windows Azure table can contain billions of entities holding terabytes of data.

>
c
L

Blobs and tables are both focused on storing and accessing data. The third option in Windows Azure

storage, queues, has a quite different purpose. A primary function of queues is to provide a way for Web

role instances to communicate with Worker role instances. For example, a user might submit a request to

perform some compute-intensive task via a Web page implemented by a Windows Azure Web role. The

Web role instance that receives this request can write a message into a queue describing the work to be

done. AWorkerroleA yaidl yOS GKIGQa & Al Ay ImeBade aidkakngoutlihdzS dzS O y K
task it specifies. Any results can be returned via another queue or handled in some other way.

Regardless of how data is storedt in blobs, tables, or queuest all information held in Windows Azure
storage is replicated three times. ¢ KA & NBLJX AOF A2y [ ff26a FlrdA G G2t SN yOS



system provides strong consistency, however, so an application that immediately reads data it has just
written is guaranteed to get back what it just wrote.

Windows Azure storage can be accessed by a Windows Azure application, by an application running on-
premises within some organization, or by an application running at a hoster. In all of these cases, all three
Windows Azure storage styles use the conventions of REST to identify and expose data, as Figure 4

suggests. In other words, blobs, tables, and queues are all named using URIs and accessed via standard

HTTP operations. A .NET client might use the ADO.NET Data Services libraries to do this, butA 1 Qa y 2 i
requiredt an application can also make raw HTTP calls.

THE FABRIC

All Windows Azure applications and all of the data in Windows Azure Storage live in some Microsoft data
center. Within that data center, the set of machines dedicated to Windows Azure is organized into a
fabric. Figure 5 shows how this looks.
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Figureb: The fabric controller interacts with Windows Azure applications via the fabric agent.

As the figure shows, the Windows Azure Fabric consists of a (large) group of machines, all of which are

managed by software called the fabric controller The fabric controller is replicated across a group of five

to seven machines, and it owns all of the resources in the fabric: computers, switches, load balancers, and

more. Because it can communicate with a fabric agenton every computer, ilis@lso aware of every

Windows Azure application in this fabric. (Interestingly, the fabric controller sees Windows Azure Storage

as just another application, and so the details of data management and replication NBy Qi @A aA o6t S G2
controller.)



This broad knowledge lets the fabric controller do many useful things. It monitors all running applications,

for example, giving itan up-to-the-Y A y dzi S LIA OG dzZNB 2 T ¢ K lit mdDages éperdtglSy A y 3 Ay |
systems, taking care of things like patching the version of Windows Server 2008 that runs in Windows

Azure VMs. It also decides where new applications should run, choosing physical servers to optimize

hardware utilization.

To do this, the fabric controller depends on a configuration file that is uploaded with each Windows Azure
application. This file provides an XML-based description of what the application needs: how many Web
role instances, how many Worker role instances, and more. When the fabric controller receives this new
application, it uses this configuration file to determine how many Web role and Worker role VMs to
create.

hy OS A4 Qa VNIBdfabrd Bontiblkr$n@nSnonitors each of them. If an application requires
five Web role instances and one of them dies, for example, the fabric controller will automatically restart
a new one. Similarly, if the machine a VM is running on dies, the fabric controller will start a new instance
of the Web or Worker role in a new VM on another machine, resetting the load balancer as necessary to
point to this new machine.

While this might change over time, the fabric controller in the Windows Azure CTP maintains a one-to-one

relationship between a VM and a physical processor core. Because of this, performance is predictablet

each application instance has its own dedicated processor core. It also meansthati K SNBE Q& y 2 | ND A NI N
limit on how long an application instance can execute. A Web role instance, for example, can take as long

as it needs to handle a request from a user, while a Worker role instance can compute the value of pito a

million digits if necessary. Developers are free to do what they think is best.

USING WINDOWS AZURECENARIOS

' YRSNABGFYRAY3 GKS O02YLRySyida 2F 2AyR264& ! 1 d2NB Aa AYLE
feeling for this platform is to walk through examples of how it can be used. Accordingly, this section looks

at four core scenarios for using Windows Azure: creating a scalable Web application, creating a parallel

processing application, creating a Web application with background processing, and using cloud storage

from an on-premises or hosted application.

CREATING A SCALABLE WEB APPLICATION

Suppose an organization wishes to create an Internet-accessible Web application. The usual choice today
is to run that application in a data center within the organization or at a hoster. In many cases, however, a
cloud platform such as Windows Azure is a better choice.

For example, if the application needs to handle a large number of simultaneous users, building it on a
platform expressly designed to support this makes sense. The intrinsic support for scale-out applications
and scale-out data that Windows Azure provides can handle much larger loads than more conventional
Web technologies. h NJ & dzLJLJ2 & S (i IKa8 will vadLsifnKidAritly) ith gtc@sibnal spikes in the
midst of long periods of lower usage. An online ticketing site might display this pattern, for example, as
might news video sites with occasional hot stories, sites that are used mostly at certain times of day, and
others. Running this kind of application in a conventional data center requires always having enough

machines on hand to handle the peaks, even though most of those systems go unused most of the time. If



the application is instead built on Windows Azure, the organization running it can expand the number of
instances A (1 Ong onlgizéihan needed, then shrink back to a smaller number. Since Windows Azure
charging is usage-based, this is likely to be cheaper than maintaining lots of mostly unused machines.

To create a scalable Web application on Windows Azure, a developer can use Web roles and tables. Figure

6 shows a simple illustration of how this looks.

Scalable Web Application

Tables \\

J

'.';m

Users

Figure6: A scalable Web application can use Web raistances and tables.

In the example shown here, the clients are browsers, and so the application logic might be implemented
G§SOKy2t238d LGQa | faz
exposes RESTful and/or SOAP-based Web services using WCF. In either case, the developer specifies how

many instances of the application should run, and the Windows Azure fabric controller creates this

number of VMs. As described earlier, the fabric controller also monitors these instances, making sure that

the requested number is always available. For data storage, the application uses Windows Azure Storage

tables, which provide scale-out storage capable of handling very large amounts of data.

dZAAy3a ! {tdb9¢ 2N I y20KSNI 2850

CREATING A PARALLEL PROCESSING APPLICATION

Scalable Web applicationsareusefulz o6 dziT (G KS@ QNB y 2 indév® AzArgrhakes & A G dzl GA2Y
sense. Think about an organization that occasionally needs lots of computing power for a parallel

processing application. There are plenty of examples of this: rendering at a film special effects house, new

drug development in a pharmaceutical company, financial modeling at a bank, andmore.2 KAt S A G Qa

possible to maintain a large cluster of machines to meet this occasional need, itQ &so expensive.

Windows Azure can instead provide these resources as needed, offering something like an on-demand

supercomputer.

LJz

%



A developer can use Worker roles to create this kind of application.! Yy R ¢ KAt S Ai{iQa y20 GKS 2y
parallel applications commonly use large binary datasets. In Windows Azure, this means using blobs.
Figure 7 shows a simple illustration of how this kind of application might look.

Parallel Processing Application

Queues

User

Figure7: Aparallel processin@pplicationmight use a Web role instancenany Worker roleinstances,
gueues, and blobs.

In the scenario shown here, the parallel work is done by some number of Worker role instances running
simultaneously, each using blob data. Since Windows Azure imposes no limit on how long an instance can
run, each one can perform an arbitrary amount of work. To interact with the application, the user relies
on a single Web role instance. Through this interface, the user might determine how many Worker
instances should run, start and stop those instances, get results, and more. Communication between the
Web role instance and the Worker role instances relies on Windows Azure Storage queues.

Those gueues can also be accessed directly by an on-premises application. Rather than relying on a Web
role instance running on Windows Azure, the user might instead interact with the Worker role instances
via an on-premises application to. Figure 8 shows this situation.

10



Parallel Processing Application
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Figure8: A parallel processing applicatiocancommunicate with an oRpremisesapplicationthrough
gqueues

In this example, the parallel work is accomplished just as before: Multiple Worker role instances run
simultaneously, each interacting with the outside world via queues. Here, however, work is put into those
queues directly by an on-premises application. In a scenario like this, the user might have no idea that the
on-LINBYA &aSa | LI feldoi Wirigivs ALuBeGoé pardidl Argtedsing.

CREATING A SCALABLE WEB APPLICATION WITH BACKGROUND PROCESSING

LGQ& LINRPOI of & Tl Aapplications BulltBodayi pkovide a Hrowsérlin@@abeRYét vhile2 F

applications that do nothing but accept and respond to browser requestsF NB  dza SF¥dzf = (KS@ QNB I
There are lots of situations where Web-accessible software also needs to initiate work that runs in the

background, independently from the request/response part of the application.

O\

For example, think about a Web application for video sharing. It needs to accept browser requests,

perhaps from a large number of simultaneous users. Some of those requests will upload new videos, each

of which must be processed and stored for later access. Making the user wait while this processing is done

g2dzZ RYyQi YIS aSyaSo LyadSIRE GKS LINI 2F GKS | LILIX AO!
initiate a background task that carries out this work.

Windows Azure Web roles and Worker roles can be used together to address this scenario. Figure 9 shows
how this kind of application might look.

11



Scalable Web Application with Background Processing

Tables

T

Users

Figure9: A scalable Web applicatiowith background processing might use all bfindowsAzure's
capabilities.

Like the scalable Web application shown earlier, this application uses some number of Web role instances
to handle user requests. To support a large number of simultaneous users, it also uses tables to store
information. For background processing, it relies on Worker role instances, passing them tasks via queues.
In this example, those Worker instances work on blob data, but other approaches are also possible.

This example shows how an application might use all of the basic capabilities that Windows Azure
exposes: Web role instances, Worker role instances, blobs, tables, and queues. While not every
application needs all of these, having them all available is essential to support more complex scenarios
like this one.

USING CLOUD STORAGE FROM AN ON-PREMISES OR HOSTED APPLICATION

Complex cloud platform scenarios like the one just described can be useful. Sometimes, though, an
application needs only one of Windog & ! T dzNJ Q &For@xanhgdle, hkk abolit AnSrpremises or
hosted application that needs to store a significant amount of data. An enterprise might wish to archive
old email, for example, saving money on storage while still keeping the mail accessible. Similarly, a news
Web site running at a hoster might need a globally accessible, scalable place to store large amounts of
text, graphics, video, and profile information about its users. A photo sharing site might want to offload
the challenges of storing its information onto a reliable third party.

All of these situations can be addressed by Windows Azure Storage. Figure 10 illustrates this idea.

12



Tables

User

FigurelO: An onpremises or hostedpplication can use Windows Azutdobs and tabledo storeits
data in the cloud.

As the figure shows, an on-premises or hosted | LILJt A OF GA 2y OFy RANBOGte | 0O0Saa 27
While this access is likely to be slower than working with local storageX A G Qa | f a2 (mérg St & (2
scalable, and more reliable. For some applications, this tradeoff is definitely worth making.

Supporting the four scenarios described in this sectiont scalable Web applications, parallel processing
applications, scalable Web applications with background processing, and non-cloud applications accessing
cloud storagert is a fundamental goal for the Windows Azure CTP. As this cloud platform grows, however,
expect the range of problems it addresses to expand as well. The scenarios described here are important,
odzi . GKS@QNB y2G GKS SyR 2F (GKS adtz2Neo

UNDERSTANDING WINDGWZUREA CLOSER LOOK

Understanding Windows Azure requires knowing the basics of the platform, then seeing typical scenarios
AY 6KAOK (K2a$S ol airoda OFy 0 Snolodyhiwav& R sedtign$akeBaQa Y dzOK Yz
deeper look at some of it K S LJ Mmarefirdenedting dspects.

DEVELOPING WINDOWS AZURE APPLICATIONS

For developers, building a Windows Azure application looks much like building a traditional Windows
application. As described earlier, the platform supports both .NET applications and applications built using
unmanaged code, so a developer can use whatever best fits her problem. To make life easier, Windows
Azure provides Visual Studio 2008 project templates for creating Web roles, Worker roles, and
applications that combine the two.

hyS 200A2dza RATFSNBYOS: K26SOSNE A& (KIFIG 2AyR2ga ! 1 dz
the potential to make development more challenging (and more expensive, since using Windows Azure

13
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Windows Azure Development Fabric

findows Server 2008/ SQL Server
Windows Vista Express

Figurell: The derelopment fabric provides a local facsimile of Windows Azure for developers.

The development fabric runs on a single machine running either Windows Server 2008 or Windows Vista.

It emulates the functionality of Windows Azure in the cloud, complete with Web roles, Worker roles, and

all three Windows Azure storage options. A developer can build a Windows Azure application, deploy it to

the development fabric, and run it in much the same way as with the real thing. He can determine how

many instances of each role should run, for example, use queues to communicate between these

AyadalyoOoSaz yR R2 FfY2ad S @®NBukitsgfiL ysSt=lSO ik I Ailoaa LEyaEm
possible to create a Windows Azure application without ever using Windows Azure in the cloud.) Once the

application has been developed and tested locally, the developer can upload the code and its

configuration file via the Windows Azure portal, then run it.

still, some things are differentinthecloud® , 2dz Ol yQd F G4l OK | RSddzZ3ISNJ G2 |y
Windows Azure, for example, and so developers must rely on logging. Yet even logging could be

problematic. Several instances of a Windows Azure application are typically running simultaneously, and

life would be simpler if they could write to a common log file. Fortunately, they can: As mentioned earlier,

this is a service provided by the Windows Azure agent. By calling an agent API, all writes to a log by all

instances of a Windows Azure application can be written to a single log file.

Windows Azure also provides other services for developers. For example, a Windows Azure application

can send an alert string through the Windows Azure agent, and the platform will forward that alert via

email, instant messaging, or some other mechanism to its recipient. If desired, the Windows Azure fabric

can itself detect an application failure and send an alert. The Windows Azure platform also provides

RSGFAETSR AYF2NNIGA2Y Fo62dzi GKS | LI AOFGA2y Qa NBA2dzZND
and outgoing bandwidth, and storage.

14



EXAMINING THE COMPUTE SERVICE

Sometimes, you might be happy letting Microsoft choose which data center your application and its data
live in. In other situations, however, you might need more control. Suppose your data needs to remain
within the European Union for legal reasons, for example, or maybe most of your customers are in North
America. In situations like these, you want to be able to specify the data centers in which your application
runs and stores its data.

To allow this, Windows Azure lets a developer indicate which data center an application should run in and
where its data should be stored. She can also specify that a particular group of applications and/or data
should all run in the same data center. Microsoft is initially providing Windows Azure data centers only in
the United States, but a European data center will also be available in the not-too-distant future.

Wherever it runs, a Windows Azure application is installed and made available to its users in a two-step

process. A developer first uploads the | LILX A OF G A 2 y diaging érd@.She ktifgdd Bl FIRINK QB G A 2 Y Q&
HTTP/HTTPS endpoint has a DNS name of the form <GUID>loudapp.net, where <GUID>fepresents a

globally unique identifier assigned by Windows Azure. This DNS name is associated with a virtual IP

address (VIP) that identifies the Windows Azure load balancer through which the application can be

accessed.

When the developer is ready to make the application live, she uses the Windows Azure portal to request

that it be put into production. Windows Azure then atomically changes its DNS server entry to associate

the applick G A 2 y Q atheprhduction BNS fame the developer has chosen, such as

myazureservice.cloudapp.net. (¢ 2 dzaS F Odzad2Y R2YFAYy NI GKSNJ GKIFy aiONEP
owner of a Windows Azure application can create a DNS alias using a standard CNAME.)

A couple of things about this process are worth pointing out. First, because the VIP swap is atomic, a
running application can be upgraded to a new version with no downtime. This is important for many kinds
of cloud services. Second, notice that throughout this process, the actual IP addresses of the Windows
Azure VMstT and the physical machines those VMs run onT are never exposed.

Once the application is accessible from the outside world, its users are likely to need some way to identify

themselves. To do this, Windows Azure lets developers use any HTTP-based authentication mechanism

they like. An application might use a membership provider to store its own user ID and password, for

example, just like any other ASP.NET application, or it might use some other method~z & dzOK | & aA ONRaz2 ¥
[ AGSL5 ASNIBAOS® ¢KS OK2AO0S Aa SyuGANBfe dzLJ 462 GKS I LI

EXAMINING THE STORAGE SERVICE

To use Windows Azure Storage, a developer must first create a storage account. To control access to the

information in this account, Windows Azure gives its creator a secret key. Each request an application

makes to information in this storage accountt blobs, tables, and queuest carries a signature created with

this secret key. In other words, authorizatonA & | & G KS | O02dzyd f S@St ® 2 AyR2p4a !
provide access control lists or any other morefine-I N> Ay SR gl & (2 O2y(GNRf o6K2Qa I ff
data it contains.
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Blobs

Binary large objectst blobst are often just what an application needs. Whether they hold video, audio,
archived email messages, or anything else, they let applications store and access data in a very general
way. To use blobs, a developer first creates one or more containers in some storage account. Each of
these containers can then hold one or more blobs.

To identify a particular blob, an application supplies a URI of the form:

http://<StorageAccountblob.core.windows.net/<Container’<BlobName>

<StorageAccountis a unique identifier assigned when a new storage account is created, while

<Containerzand <BlobName:are the names of a specific container and a blob within that container.

[ 2y GF Ay SNER ©Othey @nicontaif only tfohsiinét Bther containerst & 2 A (i Qsibletg 2 (i LJ2
ONBFGS I KASNIYNOKeé 2F oft2o0ad {iGAftt AdGQa tS3aAFE F2NI I
illusion of a hierarchy if desired.

Recall that blobs can be larget up to 50 gigabytest and so to make transferring them more efficient, each

blob can be subdivided into blocks. If a failure occurs, retransmission can resume with the most recent

block rather than sending the entire blobagain.h y OS 1t tf 2F | 06f20Qa of201a KI @S
blob can be committed at once.

Containers can be marked as private or public. For blobs in a private container, both read and write

NBljdzSaitia Ydzad oS ai3y SR agdaachuyitFor bldhSn abuBli cotaétJoiyK S 6 f 20 Qa
write requests must be signed; any application is allowed to read the blob. This can be useful in situations

such as making video, photos, or other unstructured data generally available on the Internet.

Tables

Ablob is easy to understandt (i qugt a slab of bytest but tables are a bit more complex. Figure 12
illustrates how the parts of a table fit together.
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Figurel2: Tables provide hierarchical storage.

As the figure shows, each table holds some number of entities. An entity contains zero or more
properties, each with a name, a type, and a value. A variety of types are supported, including Binary, Bool,
DateTime, Double, GUID, Int, Int64, and String, and a property can take on different types at different
times depending on the value stored in it. FurthermoreX (i Kn8 mddirent that all properties in an
entity have the same typet a developer is free to do what makes the most sense for her application.

Whatever it contains, an entitycanbeup@ 2 2y S Y S3 I 6 & (afayshacfessedmsiaGn®E. | YR A G Q&
Reading an entity returns all of its properties, and writing one atomically replaces all of its properties.

(Microsoft has also stated that tables will support atomic multi-entity writes within a single table by the

GAYS 27F 2 A iRtZamierdialiretdd Q &

Windows Azure Storage tables are different from relational tables in a number of ways. Most obviously,

i K SacDtlesintheusualsensed ! £ a2 (KSe& OFyQi o06S FO0O0SaaSR dzAy3
support SQL queries. And tables in Windows Azure Storage enforce no schemat the properties in a single

entity can be of different types, and those types can change over time. The obvious question is: Why?

Why not just support ordinary relational tables with standard SQL queries?

The answer grows out of the primary Windows Azure goal of supporting massively scalable applications.

Traditional relational databases can scale up, handling more and more users by running the DBMS on

ever-larger machines. But to support truly large numbers of simultaneous users, storage needs to scale

out, not up. To allow this, the storage mechanism needs to get simpler: Traditional relational tables with
standardSQLR2y Qi 62NJ] | ye@Y2NB&d 2 KIFiQa ySSRSR Aad (GKS ({AYR
tables.
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Using tables requires some re-thinking on the part of developers, since familiar NSt | G A 2y I £ & G NHzO G dzNB

be applied unchanged. Still, for creating very scalable applications, this approach makes sense. For one
thing, it frees developers from worrying about scalet just create new tables, add new entities, and
Windows Azure takes care of the rest. It also eliminates much of the work required to maintain a DBMS,
since Windows Azure does this for you. The goal is to let developers focus on their application rather than
on the mechanics of storing and administering large amounts of data.

Like everything else in Windows Azure Storage, tables are accessed RESTfully. A .NET application can use
ADO.NET Data Services or Language Integrated Query (LINQ) to do this, both of which hide the underlying
HTTP requests. Any application, .NET or otherwise, is also free to make these requests directly. For
example, a query against a particular table is expressed as an HTTP GET against a URI formatted like this:

http://<StorageAccounttable.core.windows.net/<TableName?$filter=<Query>

Here, <TableNamexspecifies the table being queried, while <Query>tontains the query to be executed
against this table. If the query returns a large number of results, a developer can get a continuation token
that can be passed in on the next query. Doing this repetitively allows retrieving the complete result set in
chunks.

Updates pose another problem: What happens if multiple applications attempt to update the same entity
simultaneously? Updating an entity requires reading that entity, changing its contents by modifying,
adding, and/or deleting properties, then writing the updated entity back to the same table. Suppose that
two applications both read the same entity, modify it, then write it backt what happens? The default

FyYya6SNI Aa GKIFIG GKS FLILX AOFIGAR2Y sK2asS gNARGS 3ISiha

fail. This approach, an example of optimistic concurrency, relies on version numbers maintained by

Windows Azure tables. Alternatively, an application can unconditionally update an entity, guaranteeing

that its changes will be written. 6 ! Yy R | f 6 K2dzZ3K AG ¢l ayQld YSydAz2ySR
approaches to handling concurrent updates.)

2 AyR26a 1 dzNB (I o ficéfér everNdBryig@sienatiokaiid udidy theih iequidek 2
developers to learn some new things. Still, for applications that need the scalability they provide, tables
can be just right.

Queues

While tables and blobs are primarily intended to store and access data, the main goal of queues is to
allow communication between different parts of a Windows Azure application. Like everything else in
Windows Azure Storage, queues are accessed RESTfully. Both Windows Azure applications and external
applications reference a queue by using a URI formatted like this:

http://<StorageAccountgueue.core.windows.net/<QueueName

As already described, a common use of queues is to allow interaction between Web role instances and
Worker role instances. Figure 13 shows how this looks.

18

S

i KSNEX

N

I

A

é
N



1) Receive
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3) Dequeue work
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2) Enqueue
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5) Delete
message

Figurel3: Messages are enqueued, dequeued, processed, then explicitly deleted from the queue.

In a typical scenario, multiple Web role instances are running, each accepting work from users (step 1). To

pass that work on to Worker role instances, a Web instance writes a message into a queue (step 2). This

message, which can be up to eight kilobytes, might contain a URI pointing to a blob or entity in a table, or

somethingelset A G Q& dzLJ & 2 WorkeBinstaricasitall iessdnds oyh this queue (step 3), then

doliKS 62N)] GKS YSaal3dS NBljdzSada o0adSLI nod LGQA AYLRNI
I ljdzSdzS R2SayQid | OhGdzffe RSEtSGS (GKS Ynbraedderaf@® Ly aid Sl R:
a set period of time (which by default is 30 seconds). When the Worker instance has completed the work

this message requested, it must explicitly delete the message from the queue (step 5).

Separating Web role instances from Worker role instances makes sense. It frees the user from waiting for

a long task to be processed, and it also makes scalability simpler: just add more instances of either. But

why make instances explicitly delete messages? The answer is that it allows handling failures. If the

Worker role instance that retrieves a message handles it successfully, it will delete the message while that

message is still invisible, i.e., within its 30 second window. If a Worker role instance dequeues a message,
however, then crashes beforeii 02 YLJ SGSa (KS ¢2N)] GKIFIG YSaal3asS aLISOAT
from the queue. When its visibility timeout expires, the message will reappear on the queue, then be read

by another Worker role instance. The goal is to make sure that each message gets processed at least

once.

As this descriptionillustrates,2 Ay R2 6 & ! 1 dzZNB { G2 NI 3 S |j dzS dzS guewesdny Qi KI @S
Microsoft Message Queuing (MSMQ) or other more familiar technologies. For example, a conventional

queuing system might offer first in, first out semantics, delivering each message exactly once. Windows

Azure Storage queues make no such promises. As just described, a message might be delivered multiple

GAYSaz | ygarantse3oNBi@mEmesyages in any particular order. Life is different in the cloud,

and developers will need to adapt to those differences.
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EXAMINING THE FABRIC

To an application developer, Windows Azure consists of the Compute service and the Storage service. Yet
neither one could function without the Windows Azure Fabric. By knitting together a data center full of
machines into a coherent whole, the Fabric provides a foundation for everything else.

As described earlier, the fabric controller owns all resources in a particular Windows Azure data center.
IGis@lso responsible for assigning instances of both applications and storage to physical machines. Doing
this intelligently is important. For example, suppose a developer requests five Web role instances and four
Worker role instances for his application. A naive assignment might place all of these instances on
machines in the same rack serviced by the same network switch. If either the rack or the switch failed, the
entire application would no longer be available. Given the high availability goals of Windows Azure,
making an application dependent on single points of failure like these would not be a good thing.

To avoid this, the fabric controller groups the machines it owns into a number of fault domains Each fault
domain is a part of the data center where a single failure can shut down access to everything in that

domain. Figure 14 illustrates this idea.
Application <‘\\
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Figurel4: The fabric controlleplaces different instances of an application in different fault domains.

In this simple example, the application is running just two Web role instances, and the data center is

divided into two fault domains. When the fabric controller deploys this application, it places one Web role

instance in each of the fault domains. This arrangement means that a single hardware failure in the data

OSyidSNI OFyQil (11S R2sy (GKS SYGANB LW AOFGA2Y D | f a2z
Storage as just another applicationt 4t KS O2y G NRf f SNJ R2Say Qi thelStgfdgd S RI G NBI
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application does this itself, making sure that replicas of any blobs, tables, and queues used by this
application are placed in different fault domains.

CONCLUSIONS

Running applications and storing data in the cloud is the right choice for many situations. Windows

1T dzNB Q& titKeN@nButelsdrvisklitide Storage service, and the Fabrict work together to make
this possible. Together with the Windows Azure development environment, they provide a bridge for
Windows developers moving into this new world.

Today, cloud platforms are an exotic option for most organizations. As all of us build experience with
Windows Azure and other cloud platforms, however, this new approach will begin to feel less strange.
Over time, we should expect cloud-based applicationst and the cloud platforms they run ont to play an
increasingly important role in the software world.
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